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1	Decision/action requested
It is proposed to change the declared security properties of Solution #4.3 in TR 33.846
2	References
[1]		3GPP TR 33.846 V0.13.0, Study on authentication enhancements in 5G System
[2]	3GPP TSG-SA3 Meeting #104-e, S3-212407, Observations on TR 33.846
3	Rationale 
As a result of the previous meeting (SA3#104-e) there was published a new document S3-212407 [2] containing observations on solutions presented in TR 33.846 [1] and revealing a number of concerns regarding the declared security properties. 
The current document contains amendment proposals to the solution from clause 6.4.3 of TR 33.846 [1]. The issue of the need for changes is caused by the attack described in section 4.1 of the S3-212407 [2] document, so we invite SA3 to consider these points.
3.1	Problem description
According to the TR 33.846 [1] document the solution #4.3 is supposed to address key issue #2.2 (SUCI based attacks) and key issue #3.2 (SUPI guessing attacks) and key issue #4.1 (protection of SQN during AKA re-synchronisations, hereinafter referred to as "AMA attack"). 
However, the S3-212407 [2] document demonstrates that this solution does not address key issue #2.2 by providing a new variant of SUCI replay attack (see Figure 1). The attack consists of the following steps, more details can be found in S3-212407 [2]:
· On the first step the attacker captures SUCI in Registration request message of UE, where 
SUCI = [SUPI ║ SQNMS]ECIES.
· On the second step the attacker captures SUCI’ in Registration request message of some unknown UE’, where SUCI’ = [SUPI’ ║ SQN’MS]ECIES, and modifies it by exchanging the SUCI’ used in this request by the previously captured SUCI.
· According to TR 33.846 clause 6.4.3.3.1 HN generates an authentication vector using only existing SQNHE value (e.g., it does not use received SQNMS).
· If UE = UE’, then SQNHE will be valid for SQN’MS, the authentication procedure will be successful and temporarily stored SQNMS will be deleted from the database.
If UE ≠ UE’, then the SQNHE value will not be valid for SQN’MS and the authentication procedure will lead to the failure (UE’ will respond with the failure cause value).
Consequently, the attacker can always distinguish whether UE = UE’.
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[bookmark: _Hlk85649015]Figure 1
It is also worth noting that the solution is still vulnerable to DoS attack (see TR 33.846 clause 5.2.2.1.2) and SUPI guessing attack (TR 33.846 clause 5.3.2) (see [2]), because HN generates authentication vector using only existing SQNHE value (e.g., it does not use received SQNMS), and attacker can change SQNMS by any random number with the same length. 
3.2	Proposed changes
Since the solution #4.3 does not address key issues #2.2 and #3.2 and only addresses key issue #4.1, we consider it appropriate to change the description of the solution #4.3 fixing all the places where the protection against the attacks from key issues #2.2 and #3.2 was declared.
4	Detailed proposals
[bookmark: _Toc467658313][bookmark: _Toc482970147][bookmark: _Toc22397242][bookmark: OLE_LINK21]*************** Start of Change 1****************
[bookmark: _Hlk85023387][bookmark: _Hlk85024019][bookmark: _Hlk85027222]Table 6.0-1: Mapping of solutions to key issues
	
	Key Issues

	Solutions
	#1.X
	#2.1
	#2.2
	#3.1
*)
	#3.2
	#4.1
	
	

	Solutions for anchor keys security
	
	
	
	
	
	
	
	

	No solution so far
	
	
	
	
	
	
	
	

	Solutions for resilience against identifier linkability
	
	
	
	
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	
	x
	
	
	
	x
	
	

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	
	x
	
	
	
	x
	
	

	#2.3: Unified authentication response message by UE
	
	x
	
	
	
	
	
	

	#2.4:  MAC-S based solution
	
	x
	
	
	
	x
	
	

	#2.5: Encryption of authentication failure message with SUCI method
	
	
	x
	
	
	
	
	

	#2.6: Certificate based encryption of unicast NAS message
	
	x
	
	
	
	x
	
	

	#2.7: Mitigation against the SUCI replay attack
	
	
	x
	
	
	
	
	

	#2.8: Assuring SUCI generation by Legitimate SUPI owner using KSUCI
	
	
	x
	
	
	
	
	

	#2.9: MAC, SYNCH failure cause concealment
	
	x
	
	
	
	
	
	

	Solution to Key Issue #2.2: SUCI replay
	
	
	x
	
	
	
	
	

	Solution #2.11:  Mitigate the SUCI replay based on UE's public key
	
	
	x
	
	
	
	
	

	Solution #2.12: Adding randomness and MAC calculation on the UE side
	
	x
	x
	
	x
	x
	
	

	Solutions for availability aspects of SUCI usage
	
	
	
	
	
	
	
	

	Solution #3.1: Mitigation of SUPI guessing and SUCI replay attack using long term key
	
	
	x
	
	x
	x
	
	

	Solution #3.2: Adding Check Value behind SUPI to mitigate the SUPI guessing attacks
	
	
	
	
	x
	
	
	

	Solution #3.3: Mitigation of SUPI guessing attack
	
	
	
	
	x
	
	
	

	Solutions on re-synchronisation in AKA
	
	
	
	
	
	
	
	

	#4.1: Using MACS as freshness in the calculation of AK
	
	
	
	
	
	x
	
	

	#4.2: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA
	
	
	
	
	
	x
	
	

	#4.3: SQN protection by concealment with SUPI in USIM
	
	
	x
	
	x
	x
	
	

	#4.4: SQN protection during re-synchronisation procedure in AKA
	
	
	
	
	
	x
	
	

	#4.5: AUTS SQNMS solution for 5GS
	
	
	
	
	
	x
	
	

	#4.6: Using time-based or partly time-based SQN generation
	
	
	
	
	
	x
	
	

	#4.7: SQN protection by concealment with SUPI with f5*
	
	
	x
	
	x
	x
	
	


*) #KI 3.1 was concluded to have no normative work.
*************** End of Change 1****************

*************** Start of Change 2****************
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[bookmark: _Toc81322680]6.4.3.1	Introduction
This solution addresses the key issue #4.1 Protection of SQN during AKA re-synchronisations, the linkability attack in key issue #2.2, and key issue #3.2 to mitigate the SUPI guessing attacks. 
[bookmark: _Toc81322681]6.4.3.2	Solution details
*************** End of Change 2****************
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Authentication Request :

UE = UE": Continue AKA protocol in a regular mode

UE # UE": MAC_failure




